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Fundamental Problem With
Future U.S. Power Projection

e “EAN” can have “country sized magazines”
filled with hordes of inexpensive Precision
strike “Munitions’ - Area Denial

* U.S. Forces run out of ““bullets’ and die

[Beam weapons not panacea, inexpensive
workarounds available]

 Deep Water Subs with large loadout/*“swimin”
weaponry only survivable “Close-in”’ platform
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Sampling of TBM/Cruise Missile “Penaids”

) (Derived from Extensive Worldwide
ICBM/IRBM RY Cold War Defensive/Offensive

Studies Over Some Three Decades

* Decoys (anti-sensor)

+ Ablative/subliming coatings (thermal [laser/mw]
protection)

* Fluid injection (laser protection)

» Wake modification(s) (anti-sensor)

* Electronic/optical “shielding” (MW protection)
* RAM/RAS/shaping (anti-sensor)

e.g., current efforts involving beamm weapons (laser, MW)
“kills” of undefended’/*“unpenaided” “dumb’ incoming
NOT REALISTIC
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Potential “Workarounds’ for Beam
Weapon Effects on Missile
Sensors/Comms

 Off board sensors
(networked, everywhere, on everything)

 Optical Comms
 Optical/fluidic Computing
* Optical GPS
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Example ‘Then Year” Direct
Conus Attack Capabilities

[~80% of CONUS population/infrastructure
within ~ 50 Miles of a ““coastline”]

e Inexp. Transoceanic UUV’s/UAV’s/Cruise

* Inexp. Blast Wave Accelerators

e Inexp. Info/Net/Psywar
e Inexp. Inshore AIP SS [mines/torps/SLCM]
* Inexp. Binary Bio into Food Supply

e Inexp. Semi-submerged Missile “eggs”

e Inexp. ‘Trojan Horse”

[Above in addition to ICBM/TBM ]
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“Unconventional” Nuc Delivery

e Sink a ship offshore, detonate to produce Tidal
Waves with Radioactive spume

* Transcontinental UAV’s, UUV’s (nano, AI)
 Ballons with GPS sport ‘chutes

 Ganged Micro Rockets (ala MIT)

* Trojan Horse Everything (ships, boats, planes,
cars, trucks, packages, cargo, containers)

— Targeted “Effects” include Tidal Waves, EMP,
Earthquakes, Radiation, Blast
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NH«A (Civilian) IW Examples/CONUS

* (National) Banking System Computers

— 3 sites/nodes - HE/EMP/IW/C/B (attack buildings,
power, software, hardware)

— Interruptions in National/International Payments
system irrecoverable

* Railroads
— 4 sites, attack options as above

— All freight cars networked, ‘“everyone” on “just in
time,” no reserves/stockpiles

— Takes down Auto Industry, power grid, chicken
farms, all movements of “War Materials,” ETC!!!
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1
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The Revolutionary

Slze/Capablllty/C()st Wartfighting Spiral

Commerecial electronics/GNC/Comms/Sensors (Much
smaller/cheaper/better - Allows:

IO and *““Precision” - Reduces Reqd. munition size and
Numbers much-Leads to:

Small/Light/Deadly/Inexpensive Munitions -
Which Reduces requisite Platform size/cost -

Which is reduced still further by (also enabled)
“Automatics/Robotics’” - Uninhabited

Combined with Much lighter/cheaper Revol.

Materials/Fabrication for structure and energetics
(propul./warhead) - Yields ‘“Cheap Warfare”
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And Then There Is NANO ...
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Future Warfare

“On The Cheap”
Info/net warfare

Binary bio [anti-functional/fauna]
Non-lethals

Miniature brilliant sensor-mines
Micro/Nano Sats

LO/Long leg/precision
UUV’s/UAV’s/Cruise

Inexp./Superb/survivability ISR/comms

Blast wave accelerator
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“Then Year”
“Peer Competitors”

Peer Competitor no longer defined by
“megatonnage’ of obsolescent Industrial
age steel and aluminum Artifacts. The
Drastically reduced entry investment
enabled by “Warfare on the Cheap”
ensures almost any nation or sizable
organization can be a very worrisome
Military “‘peer.”
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SOME INTERESTING POSSIBILITIES

e Surreptitious nano ‘“‘tagging” (with MW
interrogation) of “‘everything/everyone”’
(imprinted during
manufacture/maintenance etc.)

* Detonation of offshore seabed methane
hydrate deposits to produce
tactical/strategic level tidal waves against
littoral regions

* Demise of “‘stealth’ via ubiquitous multi-
static, multi-physics sensors operated on
“take-a-vote”
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“Anti-Access”

« MINES

 Hordes/Swarms (country-sized/dispersed
magazines) of small/inexpensive/brilliant
cruise/UA Vs, micro rockets, BWA/slingatron
projectiles, UUVs (e.g. RPGs on jet skis)

 Tyvek nets

o Attrite/take out’”/threaten APODS/SPODS
« EMP, IW/10

« TBM/Cruise/HPM/Lasers

e “The Sensor Web”
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Counters to U.S. “Information

Dominance”
 EMP (“conventional,” Isomers/other HEDM,
Nuc.)

e Jammers “in the Large”
e “Fry” (MW, Lasers), “Blowup”

* Anti-Sensor (various, include D&D)

¢ “Software”
(subvert/deception/decimation/Trojan
Horse/viruses/etc., other I0/IW)

* “Chaos” (Excite circuit nonlinearitys)
« PSYWAR
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Counter U.S. Logistics

» Take out pre-positioned everything

» Ubiquitous nano inexpensive multiphysics,
hyperspectral land/sea/air/space military, scientific,
commercial sensors; Nano tags (aka ‘“The Sensor Web”)

» Target/attrite logistic air/sea lift over continental shelf
via Brilliant mines, cruise, UAVs, UUVs, TBMs, Micro
missiles, prepositioned semi-submerged missile “eggs,”
Al/vortex SS weaponry (include Subsam), BWA,
slingatron, Automatic MANPADS in CONUS (via
Blast/EMP etc.)

* Small number of military ports/airfields in CONUS;
C-17/5/141, Ro-Ro/other ships, trains inside CONUS are
non LO, undefended
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& Anti-U.S. RMA “Strategies/Tactics”

* Threaten Bio to force “suit-up”/degrade effectiveness
» Keep forces beyond range of short-legged fighters

o Attrite JSTARS/AWACS/ABL/Missile “cows” ete.
platforms

* Miniaturize/Disperse EVERYTHING - no large/massed/
interesting targets

* Use “Hard to Degrade”/Jam optical Comms/GPS
* Operate out of cities/International Commercial Entities
* Degrade U.S. Info Dominance

* Machine Intell. ““automatic warfare,” (much) tighter
OUDA loop (faster than Human ops)

Futurc Siraicgic lssacs. 701

92



Exploit “CNN Syndrome”

 Sink Carrier(s) via ““swarm attacks”

 Capture/torture Americans in living color on
prime time

 “Terror” attacks within CONUS (binary bio,
critical infrastructure ‘“takedown,” 10/IW,
EMP, RF against Brain, etc.)

e Serious “Psywar” (collateral damage
exploitation, etc.)
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The Key Technologies

» Free form/“point of use” fabrication

» Beyond silicon computing (quantum, optical, bio, nano, molec.
» Optical comms/nav

» Nano sensors/tags/materials/bots/GNC

» HEDM explosives and propellants (NANO POWDERS,
CUBANES, SBER, ISOMERS, LENR, THERMOBARICS, F-S
LASERS/4TH GEN NUCS)

» Anti-personnel/material (Binary) Bio, MW
* Robotics/Machine Intelligence

* Miniaturized/brilliant/lightweight/low-power/inexpensive
swarms of everything (SATS, weapons, robots, sensors, mines,
etc.)
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Fundamental Military

Issues/Metrics
» Affordability [“Warfare on the Cheap”’]

e Survivability [*“Can see everything,
Anything you can see you can kill”’]

» Effectiveness [ Lethality of Precision and
Volumetric weaponry|

I.E. Simultaneous ongoing Revolutions in
all three of the major Warfare Metrics
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Given the Superb/Ubiquitous World
Wide Sensor Suites and Precision

Strike Capabilities “Then Year” the

Following WILL NOT BE SURVIVABLE

« APODS/SPODS

* Runways

e Surface Ships

« Manned (logistic/combat) Aircraft

» Manned (logistic/combat) Ground Vehicles

Due to their size & (multi-physics)
signatures
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CONCERNING (CURRENT) FARTHER TERM
(U.S.) DEFENSE “STRATEGIC STUDIES”

 Almost wholly dedicated to/concentrated on
offensive operations (DOO?)
— Across the board (Army, Navy, Air Force, Marines,
OSD)
 (Apparent) wholly inadequate consideration of
defense

— Defense of Conus, especially from short time of
flight inshore undersea attack

— Defense of the offensive forces [especially in terms of
the ‘“‘enemy after next” capabilities definitization
and response(s) thereto]

— Defense of the logistics assets, especially “out of
theater”
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Typical Scenario - “Takedown”

of U.S. by 10 People and <$10M

e Binary Bio [via (imported Vitamins/Clothing,
etc., food supply(s)]

e Terror Bio (e.g. Aflatoxin)

e IW (“‘usual” plus physical against key nodes
such as Railroads - take down the economy)

e Selective anti-personnel RE/MW (Towers)

 Water Supply Contamination via
Intercontinental UAV’s

Accompanied by SERIOUS “PSYWAR?”
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Trends Summary
Tele-everything
U.S. just ““one of the crowd” economically

“Warfare on the cheap,” many potential
“peers”’

Warfare Increasingly Robotic

Survivable/Affordable power projection
via deep water subs and Blast Wave
Accelerators

CONUS and Logistics Defense
increasingly worrisome
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adia FROM U.S. COMMISSION ON
"NATIONAL SECURITY/21ST CENTURY

* It will soon be possible to connect human brain
cells to silicon chips

* Due to IT technology we will witness the ‘““death
of distance”

* More than 2/3rds of the satellites are foreign
owned

 Large scale missile attacks will be able to
overwhelm defensive systems

 Development of genetically engineered
pathogens that will thwart our bio
detection/defense measures/cycles
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“Circa 2025”

* Machines as creative/*smart’ as humans
“Robotics” the ‘“norm”

e Zeroth order “warstopper” - Binary bio into
nation’s agric./food distrib. system (every
home/fox hole)

* Next level of concern: Ubiquitous/Cheap
micro-to-nano EVERYTHING (sensors,
munitions, weapons swarms/hordes)

» Battlefield attrition/CNN syndrome forces
U.S. Army to look/act like SOCOM
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(Suggested) Major U.S. Future
(2025) Warfare Issues

e CONUS Defense (Requirement(s) for, potential
approaches)

* Logistics Defense/Protection (in/out of theater)

* Survivability/Effectiveness of U.S. Forces
on/near the “Killing Ground” in an era of
affordable ubiquitous multiphysics
hyperspectral sensors, precision strike,
volumetric weaponry, “swarms’ and hardened
munitions
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» “Non-explosive Warfare” (psywar,

Futurc Siraicgic lssacs. 701

biowar I'T/net war, ‘“anti-operability
war,” Beam weaponry including RF,
Spoofing/Cammo

Robotic Warfare ‘““‘in the large”/better
than human Al/*“Cyber life”

Alternative Power Projection
Approaches (e.g. Deep Water
depth/death sphere, blast wave
accelerator, etc.)
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Future “Power Projection’?

« Humans “hold” instead of ‘‘take” ground
(go in after ‘‘Sanitization’’)
e Sanitization via:

— IW/Psywar
— Global Reach “Guns” (BWA/Slingatron)
— Deep water/large loadout Subs w/*“swimins”

— “Robotic Everything” w/Volumetric
weaponry, non-explosive warfare

Futurc Siraicgic lssacs. 701

104



Future(s) of SOF

* Becomes THE (only survivable) HUMAN Strike
Force (Army/Marines forced to become “SOF-Like”)

* Increasingly The “Overseas FBI” to counter the
increasingly capable (I10/Bio WMD) & horrific
destructive power of INDIVIDUALS and Groups

* Ops involve increasingly difficult-to-deal-with omni-
present/omni-physics sensor/ID suites, Few-to-No
exploitable Interstices for Covert/Clandestine
“work” - THE Challenge
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Future “Warfare”

¢ “Defense” against the ‘“then year’’ multitudinous
conventional and unconventional delivery
methods for volumetric and precision munitions
is essentially neither doable nor affordable.

* Suggested National Defense Approaches:

— Work Technology, Intel, Diplomacy, SOCOM for
detection/interdiction/deflection of the ‘“pre-delivery”
phases (causes of war, motivational and decision
processes, design and construction, test)

— Work and ADVERTISE a REALLY EFFECTIVE
RETRIBUTION to deter delivery (ala MAD)
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Changing Nature of Warfare

H unter/ Hunting Tribl Ban & Hand Rld

G ath erer Grou nds Thrown

Agriculural Farm Lands Prof. Arm ies Hand RBld

Thrown

Induwstrial Natura l Mass L e ee M ech./Ch en.
Resou wes

IT/Bio/Nam Sod ¢al Ever yne IT/Bi d’Bots
Disrpti m
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RMA Planning “Shortfalls”
(NPS)

» “Indications of the innovative paths
adversaries might take or how they might
adapt technologies from the civilian
world”

(Being worked in the “Technical War
Games”’)

* “The path from todays systems and
capabilities to those hypothesized for the
future (2020+)”
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What is needed is a ““Then Year” (~2030)
¥¥ Serious/Holistic Vision of Warfare Changes
Resulting from the On-going
IT/Bio/Nano/Virtual Technological Revolutions

* Such does not exist, “bumper sticker” attempts
extant.

e All are agreed, warfare will become increasingly
robotic and probably more affordable, swarms of
sensors/shooters are a given.

e A longer term “Vision” of these changes would
enable “mapping” from the present, NOT AT ALL

CLEAR HOW TO “Get There From Here” as do
not know where “there” is!
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“War between mass armies weighed down
with baroque equipment has become a third
world sport. The advanced world, too
vulnerable to survive a war of attrition or
mass destruction, must learn to conduct its
affairs by the Rapier--by the threat or use of
small specialized forces exploiting high
tempo and strategic surprise”

R. E. Simpkin, “Race to the Swift: 1985

Futurc Siraicgic lssacs. 701

110



'@ In the second half of the 1900°s
Nuclear/Bio Warfare was
“Unthinkable”
In the first half of the 2000’s
“conventional” warfare may
become so deadly/effective as to
become “Unthinkable” (‘“‘Killer

Aps” available to mitigate the
“Causes of War”)
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Approaches to Countering
Group/Individual Deployment of
10/Bio WMD

PREVENTION -
- Universal inexpensive Web based educ.

- Biomass via sea water irrigation
DISCOVERY -

- All Source Intel/Fusion/Al Analysis
PREEMPTION/RETRIBUTION -

- SOF (Foreign)

Futurc Siraicgic lssacs. 701

112



(Usual) Reactions to
this Presentation

e Isin the “Too Hard Box”

 Not being done yet by anyone, therefore, will
not be done

* They would not do that
* We have to Hope they would not do that
* Why go there, cannot defend against it

* Some Disbelief, but agreement there is too
much there to disregard
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